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- Webmin Module is put Networking-> IPsec VPN
configuration

- Before configuring server, must configure
encryption key first
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- Share secret key is the most easy way
for build up a VPN
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[E Existing VPN connections

L4

Defaults for alf connections

L4

Connection host=to=host

4

Connection net=to-net

Add a new IPsec VPN connection.  Impont connectsgfrom file

H Global options and policies

#

Server Configuration

Show Public Key

§

Secret Keys

D s I

Clear Traffic Networks

&

Blocked Metworks

VD

Encrypted or Clear Networks Encrypted Networks

Clear or Encrypted Networks

Click this button to start the Free SWAN IPsec server process. Until it is started your system will be unable o accept or establish

Start IPsec Server .
connections.
Start at boot time ) Yes (& No Change this option to control whether the IPsec server is started at boot time or not.
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IPsec VPN connection details

Connection name
Compress data?
Authentication method
Authentication mode
ESP algorithm

Connection key lifetime

|Host-to-Net |

At IPsec startup |Stan cannectian V|

& Default (usually Nay O Yes O No

Connection type |Tunne| (host or network) v|

® Defaut O l:l

|Shared secret V| Perfect forwarding secrecy? O Yes O No @ Default {usually Yes)
ESP v Keying re-tries ® Default O l:l
W05 v

Accept this ESP algorithm only? O Yes ® No

® Defaut O l:l

Keying channel lifetime

- Authentication method: Shared secret
- At IPsec startup: start connection
- All the configuration should be recorded.




korenix

Configuring I1PSec VPN

Local or left system'’s settings

Public IP address O Fram default route O Autamatic O Automatic frorm DNS |@Address or hostnarme .. |192-158-1D-'l ||
System identifier O Default| @ IP address .| © Hostname .. |192-158-1D-1 |

Private subnet hehind
Sy ) Nonel@ [192.168.20 1724 | |

System’s public key & None O Lookup in DNS O Entered below ..

Next hop to oth
s;s}:emop o other & Default O Automatic O Default route O IP address .. I:I
Certificate name @ Mone O | |

Public IP address/system identifier is IP address of VPN
interface (normally WAN)

If it is an VPN route and another site want to access the
internal network, Private subnet behind system should be
configured.
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Fublic IP address O From default route O Automatic O Automatic from DNS & Address or hostname .. | 192.168.10.121

System identifier O Default @ IP address . O Hostname . |192.168.10.121 |

Private subnet behind
system ® Mane O | |
System’s public key & None © Lookup in DMS O Entered below ..

Next hop to oth
s;;emop o ofet ® Default O Automatic O Default route O 1P address .. I:I

Certificate name @ Mane O | |
[ Export Configuration .. ]

- Public IP address/system identifier is the
IP address of remote VPN client.
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i Existing VPN connections

Defauls for alf connections Connhection host-to-hest Connection net-to-net

Add @ new IPsec WPMN connection.  Import connection from file

& Global options and policies

P T e

Server Configuration Show Public Key Secret Keys Blocked Networks
g I W
Clear Traffic Metwoarks Encrypted or Clear Networks Clear or Encrypted Networks Encrypted Networks

Start IPsec Server Click lhils button to start the Free SWAN IPsec server process, Until it is started your system will be unable to accept or establish
connections.
Start at boot time ) Wes (0 Mo Change this option to control whether the IPsec server is started at boot time or not,

- If At IPsec start is chosen as add connection, user has to
manaully active the connection settings.




